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Intro — What is NewsJacking ?

Newsjacking is the practice of aligning a brand with a current event in an attempt to generate media
attention and boost the brand's exposure. Companies create related blog content and social posts to
instantly reach a wider audience.

It's piggybacking on trending
news topics to get yourself noticed!

The (Kaspersky intelligence) coding for this is TR_%var%newsjacking

We discovered an active phishing campaign, spreading both phishing emails and
malicious pages on the behalf of the national ...
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- Kreiran ugoveor eKatastar - Message (HTML) (Read-Only)

Message @ Tell me what you want to d

Bojan Despic <bojan.despic@rgz.gov.rs= = Re: Kreiran ugovor elatastar - Message (HTML) (Read-Only)
Kreiran ugovor eKatastar ' Tell me what you want to do...

Bojan Despic <bnar.doe@strumlineco.com:s> I I

Re: Kreiran ugovor eKatastar

[NowToeaHu,

KpewnpaH Bam je HoBW yroeop 6poj: 09-750/20

Ha mejn] Goedemorgen

Bucuka Takce 3a oa 0 10 20 yIUTa MECEYHO b Met deze brief stuur ik u alle nodige documentatie over onze komende bijeenkomst, precies zoals we onlangs hebben besproken. Bekijk de nodige gegevens via de volgende link:
From: admin@eid.gow.rs <admin@eid.gov.rs>

Sent: Thursday, September 8, 2022 10:29 AM
To: undisclosed-recipients:

Subject: eid.gov.rs: Baw HOEW NOAALM 33 NpHjasy

Oey nowTy Bnana Cpbwuje je ayToMaTCcKW Nocnana npexko eid.gov.rs

e elD.gov.rs

= [lopTan 3a eNIeKTPOHCKY H,EI,E?HTMCI}M KaLLMj}f

KpeheMo ca HagorpagroM Beb cajTa M oApKaBarbeM CMCTEMA. ¥ NpUACrY Cy BallK HOBW NOA3aUM 23 npujasy. MpeysMUTe KW CaUyBajTe oBY nosmHKy jep he Bam TpebaTh HaKoH OBOT oApXaBatba Hawe Beb cTpaHuue ga 6y
https://eid.gov.rs
' ?] elD.gov.rs

LFRA) MopTan 3a eNeKTPOHCKY MOEHTUDMKaUM]Y
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Real-time search across Kaspersky’s, surface and dark web sources
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Is it malicious?

www

What relationships does it have?

Are we compromised?

Are we about to come under threat?

Sources

Kaspersky Security
Network

Web crawlers
Spam traps

Botnet monitoring
Passive DNS, Whois
Sensors

Security partners
Security news
Security blogs

Dark web




Master Search (RGZ)

Threat Lookup

Lookup 1 Darkweb 10000+ Surface web 14629 OSINT leCs C Reporting 15 Actors C Digital Footprint

Daily request quota for your group: ¢ T h rea t Lo o ku p

Report for web address

Lookup 1 Darkweb C Surface web C OSINT leCs © Reporting C Actors C Digital Footprint C
dbspssre.com/oelnr
Daily request quota for your group: 994 of 1000 left

Files d

B Dangert

Report for MD5 hash

Overview AEC8FD&604B7928C19C8DAABD9755AA71 & Open in research graph 3 Copyrequest 34, Exportresults

Status
— H Malware
IPvdcount 5 B Maw
Filecount 2
H Mahw .
Overview

Hits =100 Size 257 8B KB (264069 B) Signed by Firstseen 15Feb 2022 1540

xlsb Packedby — Signature trust — Lastseen 21Sep 2022 1036

Files t| Tom=

Statistics MDS AECBFD604B7928C19CBDAABDO7S5AAT1

Status
SHA-1 11748DBO9FOBE4951FCECH53426A434058AB9EF9

© Clean sHA-256 B32346595C2E18E179384B4CD57C28E8D8060BA2C9977B3CDFD5887COCEE?3CB

General

dbspssre.con

clientbeleter Statistics
clientTransfe

clientRenewf Mo data found
clientUpdate

19 Apr2019

21apr202; Detection names

19 Apr 2023
15 Feb 2022 23:27 30Aug 2022 1412 21Sep 2022 1241

B HEUR:Trojan-Downloader MSOffice.SLoad.gen

16 Feb 2022 O

H BSSExploitWin3 2 Generic H HEUR:Trojan.MSOffice Ematet.gen H HEUR:Trojan.MSCOffice Generic




Main results (RG2)

* Source of phishing

* Spread in Serbia ~ 1000 hits
e * Newsjacking - RGZ
* Malware distributed via website

* strumlineco.com/laedimsu/yh_3215567430.zi
P
* URL/Malware dynamic analyses

* Trojan-Downloader.MSOffice.SLoad.gen
* Similarity with EMOTET

* |P used in MIRAI botnet

* |dea, who might be a threat actor




Master Search (eUprava)

Threat Lookup

Lookup 1 Darkweb C Surface web 0 OSINTleCs 3 Reporting C Actors O Digital Footprint C

Daily request qu

Detection names O
Report for

69D86. 85ep 2022 10042 268ep 2022 1101 85ep2022 1042 85ep 2022 10042

B Malwa H BackdoorWin32 Androm H HEUR:Trojan-Spy.MSIL. Noon.gen H PDM:Exploit Win32.Generic H PDM:TrojanWin32.Generic

Overviev 88ep 2022 10042 88ep 2022 1042 85ep2022 1042 88ep 2022 10042

1 H Trojan.MSILCrypt.sb H Trojan.MSIL.Inject.sh H Trojan Win32 BypassUAC Agent.sb H TrojanWin32Vimditatorsh

Format exe

MDS & 85ep 2022 10042 8Sep 2022 1042 88ep2022 10:42 85ep 2022 10:42

SHA-1 =] H TrojanWin32.Zonidel.sb B Trojan-DropperWin32.Injector H Trojan-PSWWIn32 Stealersb H Trojan-SpyWin32.AveMaria.sb
SHA-256 8
Categories

o File downloaded from URLs and domains © &, Download data
File signatures

Statistic \; 413 found Status URL Last downloaded Domain

. . © Goeod websrv3viseredurs % 20 S5ep 2022 1402 welbsrv3viseredurs
Container sign

& Good mail alatnica-krstic.cors ¥ 13 Sep 2022 0208 miail.alatnica-krstic.cors

& Good webattach.mailyandex.net 12 Sep 2022 1144 webattach.mail yandex net
File names @

@ Good mail alatnica-krsticcors ¥ Q@ Bep 2022 1207 mail alatnica-krstic.cors

Good cpanel2 orionrs ¥ 85ep 2022 2004 cpanel2 arion.rs

Good mail. unistours.com ¥ 8Sep 2022 2002 mail.unistours.com




Kaspersky
Threat Analysis

Threat attribution
Sandboxing




Report for
79229

B Malw

Summar
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Dropped files 4. Download data

Status Categories

MDS

Detection name

Adding the File to Autorun via Registry (MITRE:
T1547.001 Registry Run Keys [ Startup Folder)

$selfpath\$selfname exe

STRY\MACHINE\SOFTWARE| A

Process creation
ne: “$user\Documents\Adobe5151 exe™

h: $user\Documents\Adobe5151 exe

Dropping and Executing File or Script (MITRE:
T1204.002 User Execution: Malicious File).
=: $user\Documents\Adobe5151.exe

Sselfpath\$selfname.cxe

File name

H Malwars

Process creation

ommand_line: “$salfpath\$selfname exe”

Samplerun ——»
$selfpath\$selfname.exe

69D86282FE302BCE3974C260A330DB0O1D

Process creation

BackdoorWin32 Androm

\,

Adobeblb1.exe

LG 1T ST D LA ST S L
(MITRE: T1547.001 Registry Run Keys / Start...
$selfpath\$selfname.oxe

$user\Documents\Adobe5151 exe

Adding the Open Directory Path inthe Run Keys via v
Registry (MITRE: T1547.001 Registry Run Keys /...

Fselfpath\Fseifname.cxe

\REGISTRY\MACHINE\SOFTWARE\Wow6432No...

Process creation v
_line: powershell Add-MpPreference -ExclusionPath C2\

$windin\§system3Z\WindowsPowerShell\v1.0\powers...

Windows Defender Modification via PowerShell
{MITRE: T1562.001 Impair Defenses: Disable or...

ndir\$system32\WindowsPowerShellivl.__

$windir\$system32\WindowsPowerShell\y

Windows Defender Modification via PowerShell
(MITRE: T1562.001 Impair Defenses: Disable or...
nand_line: powershell Add-MpPreference -ExclusionPat...

ystem32\WindowsPowerShelly:




Main results (eUprava)

Spread in Serbia mostly
Newsjacking eUprava

Malicious code attached

Dynamic malware analyses
Trojan-Spy.MSIL.Noon.gen
Sources of distribution

MITRE ATT&CK matrix mapping
Windows Defender — Disable !
Dropped Backdoor.Win32.Androm

Trojan.MSIL.Crypt.sb — possible
connection with threat actor



Question

Threat Attribution

Report for file
6390258634227712.zip

B Malware

Summary

431f41b3eb52f70d34aa889e839c0aeb
745.49 KB (763383 B)
X

Sample & Content

Status MD5

Similarity not found

File name Size

Bad genotypes (matched/total)

Bad strings (matched/total)

+~ H Malware 431f41b3ebb2f70d34aa3889e83%c0aes

B Malware  845205b7fd1c98125a373239%bd3alas
File cont

Similar samples
Status

Status MDS
B Malware

6390258634227712zip 74549 KB (763383 B)

Cbavestenje o prilivu za 0065328-8375-1 105-pdf.exe 938.00 KB (960512 B)

Size Genotypes matched (total)

==

==

Strings matched (total)

—(=)

22(23)

Similarity Attribution entities

B Malware 0678af9bded2e923672429dafef872d3

101950 KB (1043963 B) 0(2715)

22(946)
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