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Intro – What is NewsJacking ?

Newsjacking is the practice of aligning a brand with a current event in an attempt to generate media 
attention and boost the brand's exposure. Companies create related blog content and social posts to 
instantly reach a wider audience.

Newsjacking is a term coined by David Meerman Scott in his book, 
“Newsjacking.” According to Scott, Newsjacking is the process of adding your 
thoughts and opinions into breaking news stories. It's piggybacking on trending 
news topics to get yourself noticed!

The (Kaspersky intelligence) coding for this is TR_%var%newsjacking

We discovered an active phishing campaign, spreading both phishing emails and 
malicious pages on the behalf of the national …
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Google search:
Napad na RGZ 

About 29,900 
results
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Google search:
vesti drzavni data 

centar

About 1,310k 
results
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From an attacker perspective it’s only RnR !
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What comes next ?

Phishing attack with “RGZ” message

Phishing attack with “eID” “eUprava” message

Maybe some more ?
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Threat 
Intelligence 
Portal
– let’s see what’s 

behind the candelabra 
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Real-time search across Kaspersky’s, surface and dark web sources 

• Is it malicious?

• What relationships does it have?INCIDENT
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Master Search (RGZ) phishing mail -> url -> malware download -> execution



• Source of phishing

• Spread in Serbia ~ 1000 hits

• Newsjacking - RGZ

• Malware distributed via website

• strumlineco.com/laedlmsu/yh_3215567430.zi
p

• URL/Malware dynamic analyses

• Trojan-Downloader.MSOffice.SLoad.gen

• Similarity with EMOTET

• IP used in MIRAI botnet 

• Idea, who might be a threat actor

Main results (RGZ)
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Master Search (eUprava) phishing email -> malware attached -> dropper -> … -> execution
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Kaspersky
Threat Analysis
Threat attribution
Sandboxing
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Yes, we have sample to sandbox – boom !



• Spread in Serbia mostly 

• Newsjacking eUprava

• Malicious code attached 

• Dynamic malware analyses 

• Trojan-Spy.MSIL.Noon.gen

• Sources of distribution

• MITRE ATT&CK matrix mapping

• Windows Defender – Disable !

• Dropped Backdoor.Win32.Androm

• Trojan.MSIL.Crypt.sb – possible 
connection with threat actor 

Main results (eUprava)
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Let’s continue our hunts ! 

Question 

Do you think it’s over ?



Hvala !
Happy Hunting !


